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Swisstopo Kolloquium
= Positioning, Navigation, Timing (PNT)

knowing where @

Beginnt um 10:00 Uhr
Commence é 10h00 Horen Sie die Hintergrundmusik ?

Entendez-vous la musique de fond ? Q

swisstopo \ ©Zero Project,
-- ' Memories of the moon

Stellen Sie lhre Fragen zu Posez vos questions sur

Allez sur www.sli.do et entrez le code #463210
ou
Scannez le QR-Code ci-contre

Gehen Sie auf www.sli.do und geben Sie den Code #463210 ein
oder
Scannen Sie den nebenstehenden QR-Code

1. Beantworten Sie die Fragen, die wir lhnen stellen 1. Répondez aux questions que nous vous posons
2. Stellen Sie Ihre eigene Frage 2. Posez votre propre question
3. Stimmen Sie fur die interessantesten Fragen ab 3. Votez pour les questions les plus intéressantes


http://www.sli.do/
http://www.sli.do/

Umfrage / Sondage

Wie ist Inre Beziehung zu PNT?

Aller sur www.sli.do et Quel est votre rapport au PNT?
entrer le code #463210
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Multiple-choice poll (Multiple answers)

Quel est votre rapport au PNT ? / Welche
Beziehung haben Sie zu PNT ?

Utilisateur | Benutzer

G S8 %

Opérateur | Betreiber
G 12 %

Fabricant | Hersteller
@ 3%

slido



Positioning,
Navigation and Timing
(PNT)

Equipe swisstopo: U. Wild, R. Rollier, R. Pott, S. Kaloustian
Invités: D. Staub et F. Gunnarsson (Swisscom/Ericsson)
M. Troller (Skyguide)
Stavros Melachroinos (Orolia)
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¥ Inhalt| Contenu

EinfUhrung Stéphane Kaloustian
Introduction swisstopo
Positionning : Daniel Staub / Fredrik Gunnarsson (EN)
Cellular Network enabled positioning — 5G, GNSS Swisscom/Ericsson
Navigation : Marc Troller (DE)
Navigation in aviation Skyguide
Timing : Stavros Melachroinos (FR)
Time we can trust Orolia
Fazit - Was tut swisstopo? Raphaél Rollier
Conclusion — Que fait swisstopo? SWisStopo
Fragen Alle
Questions
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) Begriffe
Concepts

Positionierung
Bestimmung einer Position und allenfalls

Orientierung In einem raumlichen
Bezugsrahmen mit einer bekannten
Genauigkeit
Navigation

Bestimmung von aktueller und gewunschter
Position und Orientierung, Anbringen von
Korrekturen an Kurs und Geschwindigkeit
zur Erreichung einer Destination

Timing

Synchronisation von Uhren bezuglich einer
Standardzeit (zum Beispiel UTC) mit einer
bekannten Genauigkeit

Positionnement

Détermination de sa position et, le cas
échéant, de son orientation dans un
reférentiel spatial avec une précision connue

Navigation

Détermination de position et orientation
courantes ainsi que d'une position cible.
Application de corrections de cap et de
vitesse pour atteindre la destination

Timing

Synchronisation d’horloges par rapport a un
temps standard (par ex. UTC) avec une
précision connue
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Y PNT Landschaft | Le paysage des PNT

Spectrum — Environment — Interference — Weather — Demography — Technology — Geopolitics

. 1 %
pace . - “
Comm & Nav

Aiding Data & Astrometry Cell phone networks
Ranging systems

\* Ground Based Radio .

Wireless
Networks %
Autonomous i f\
Networks |
” n . Clocks Inertial

GNSS Augmentations

PNT Signal Monitoring PNT User Equipment

Pseudolites & Beacons

Geospatial data

ENABLERS & INFRASTRUCTURE: Standards — Reference Frames — Crypto — Science & Tech — Star catalogs — Industry
— Modeling — Mapping — Geodesy — Laser Ranging Network — Electro-optical Info — Policies — Testing
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U  GNSS Verwundbarkeiten
Vulnérabilités des GNSS

Jamming Spoofing Meaconing
GNSS signals’ power is low... GNSS civilian signals are neither encrypted nor Even encrypted signals can be repeated with
authenticated, and the specifications are publicly delay
available

Broadcast of |
intentional
inte \\

on Foke
and/or time

and/or time
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-+ Kritische Infrastrukturen
Infrastructures critiques

*
w *

* *
* *

e

European
Commission

PNT services contribute to approximately 10% of the
European GDP

GNSS is the back-bone of PNT services as well as
hidden utility in many sectors. Its central role will only
Increase in the future

There is a need for the alternative PNT capacity, without
a common mode of failure with GNSS.

source: webinar the Alternative Position, Navigation and Timing (PNT) Services tender https://etendering.ted.europa.eu/document/document-old-versions.html?docld=79819
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L+ Resilienz
Résilience

Resilient PNT is the convergence of positioning, navigation and
timing technology with non-traditional and emerging technology to
improve the reliability, performance and safety of mission-critical
applications in the air, on land, in the sea, and in space.

Combination
* GPS * GPRS
* GLONASS « EDGE
Hardening | °BEIDOU - HSDPA
* GALILEO * LTE
* 5G
* M-Code
* PRS
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Umfrage / Sondage

Aller sur www.sli.do et
entrer le code #463210

Wie ist Inre Beziehung zu PNT?

Quel est votre rapport au PNT?
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Positioning

D. Staub et F. Gunnarsson (Swisscom/Ericsson)
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-5G, GNSS A

Daniel Staub, Swisscom
Fredrik Gunnarsson, Ericsson Research (%Kq

Swisstopo PNT Colloquium
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Superior customer experience Swisscom-Ericsson z
strategic partnership

Bringing 5G Driven co-creation to Swiss enterprise

(=1 ge | PCMagazin
Mobilfunk-Netztest
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TESTSIEGER
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2021: Swisscom became the ffﬁ
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Digitalization of the
ohysical world

| Fredrik Gunnarsson | 2022-01-14 | Cellular network enabled positioning | Open | Page 3 of 10

\\

Storage & Representation
Platform, (inter-)system management
Trustworthiness, Identifiers

AlI, predictions, insights, planning



3GPP LTE and NR positioning tir

———




\\

3GPP 5G positioning toolbox

Extension to higher frequencies & wider

- bandwidths

ey 5G

11l
| GHz 3 Ghz 10 GHz 30 GHz 100 GHz . Flexible Network
_ : Multiple antennas and e Rl e

DL/UL signals designed for accurate advanced beamforming
measurements and low latency

f.BSl [ IBs2 [Bs3

Resource Set ™~

Hybridization and
hardware

Configurable period \

A

= —> time

Configurable repetition

| Fredrik Gunnarsson | 2022-01-14 | Cellular network enabled positioning | Open | Page 5 of 10 Resource
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Satellite: Outdoor Precise Positioning

Affordable sub-meter localization accuracy for vehicles, IoT devices and next gen smartphones

GNSS RTK precise corrections + 3GPP LPP distribution + Device sensor fusion = Massive scale sub-meter positioning

Global Navigation GLONASS
Satellite System

o & - @ \ AGNSS

BeiDou  e.9. A-GPS

3-10m accuracy
GNSS Reference

Site Network 7
‘CI? |m—|:| U
%&:tion
Unicast/Broadcast _
LTE / 5G Network (( ‘| Q Distribution GNSS RTK
A "-Q (l"Q otf‘)‘z @ Precise RTK
(oo lcm-1m accuracy

| Fredrik Gunnarsson | 2022-01-14 | Cellular network enabled positioning | Open | Page 6 of 10
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Ericsson Network Location

Full stack technology ambition

i (tII)()(“)()(II)) u
+ Pl 4+ + |y
Macro Multicell Assisted Indoor system 5G mmW GNSS
cellular timing fingerprlntlng GNSS positioning RTK
1 km 1 cm
<€ >

R S g 5 @& [Iﬁ
Slid el

| Fredrik Gunnarsson | 2022-01-14 | Cellular network enabled positioning | Open | Page 7 of 10



http://www.sli.do/

Multiple-choice poll

Saviez-vous qu'avec la technologie 5G, un
service de positionnement sera possible ? /
Wussten Sie, dass mit dem 5G-Technologie ein
Ortungsdienst moglich sein konnte?

Oui/Ja
G S 8 %

Non / Nein
42 %

slido
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Network-RTK Positioning for Autonomous Driving =
Swedish national research/evaluation project

— GNSS
3GPPLPP Positioning Engine
/ IP
- GNSS
GNSS Pocition 3GPP LPP
Reference ositioning SUPL L 1 3GPP LPP LPP | RTCM Legacy
Platform -0——@- SUPL Positioning Engine
Network IP
IP
Ericsson \ ,!
SWEPOS - o
il =i einride

SWEPOS — GNSS RTK service from Swedish Geodesy Authorities, similar to SWIPQOS

| Fredrik Gunnarsson | 2022-01-14 | Cellular network enabled positioning | Open | Page 8 of 10



Example use case of hybrid positioning

3GPP-based GNSS RTK with integrity for drone navigation and UTM J
* 5G positioning to provide network validation of provided drone positions b

» 5G positioning in street canyons and obstructed sky environments N &

» Crowd sourced information for 3D coverage and population location for

mission planning > - . w.

~
b







Navigation

M. Troller (Skyguide)
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Marc Troller

PNT colloguium swisstopo 14.01.2022 Skyg uide




Historical Navigation el

3 | N
//lll,ll |l.|\\\\‘-

VFR D -
Visual Flight Rules \* ¢’

IFR
Instrument Flight Rules

Source: wikipedia

Skyguide beyond horizons Questions/comments? Go to www.sli.do and enter the code #463210 2



http://www.sli.do/

Radio Navigation - partly being decommissioned skyguide

III(:)III

VOR/DME
non directional VHF omnidirectional range _ LS
beacon distance measuring equipment instrument landing system

Skyguide beyond horizons Questions/comments? Go to and enter the code ]


http://www.sli.do/

Satellite-Based Navigation

Advantages

One system for all phases of flight
Worldwide availability

High accuracy

G|Oba”Y Interoperable . ! Ligars .HSM—Spf'taI (Hochspezialisiert))
More direct / environmental-friendly routes @ Gestante 1P abinding

~. Existierende Route

New developments possible(e.g. Swiss helicopter low flight network) Nord-Std-Route - Gaplane Route

Projekt Nationales LFN « Juli 2021

[ .. West-Ost-Route

YVYVYVYY

ARNS: Aeronautical Radio
Navigation Services

according the International
Telecommunication Union’s
(ITU) defined as «A radio
navigation service intended
for the benefit and for the
safe operation of aircrart»

Today: Limited to GPS L1 C/A

according GPS Standard
[ ] epsBands [ cLonassBands [l GALiLeo Bands GALILEO SAR Downlink Position Service Performance
ource: navipedia.ne
Standard

Skyguide beyond horizons Questions/comments? Go to and enter the code 4


http://www.sli.do/

Disadvantages Satellite-Based Navigation SGENES:

What do you consider as the biggest issue / disadvantage

using GNSS for navigation ?

Please answer through

entering the code or use the QR code

Skyguide beyond horizons Questions/comments? Go to and enter the code 5


http://www.sli.do/
http://www.sli.do/

Wordcloud poll

Quel est, selon vous, le principal probléme ou inconvénient de I'utilisation du
GNSS pour la navigation ? / Was ist Ihrer Meinung nach das gr63te Problem
bzw. der gréBte Nachteil bei der Verwendung von GNSS flir die Navigation?

Storungsanfalligkeit Nur Galileo ist zivil

Verfalschung der Signale  ;5ne non couverte

La sécurité  solar storms Abha nglg kelt

imprécision

Verlasslichkeit Abha ngigkeit von prOVider Empfang

Unabhangigkeit

Zuverlassigkeit

Multipath

ammingSONNenstirme Verfugbarkeit Ausfall
integrity Genauigkeit

Stérungen

Unsichere Verbindung

Systems price

Perte du signal

relative Ungenauigkeit
ist nur Outdoor verflgbar Sicherheit/Abhangigkeit

Vulnérabilité du systeme  panne du systeme

- . : Anfalligkeit
Maoglichkeit fur Manipulat



campleApproachinClouds s

Airbus A320 pilots' view ILS Approach CAT Ill LOWW-VIE in bad weather o »

www.AirplaneTV.com

> > O 135/351 «0 o aL

Airbus A320 pilots' view ILS Approach CAT Il LOWW-VIE in bad weather - YouTube

Skyguide beyond horizons Questions/comments? Go to www.sli.do and enter the code #463210 6


http://www.sli.do/
https://www.youtube.com/watch?v=UV_vWtAJIow

Satellite-Based Navigation

GPS DEGRADATION DASHBOARD

Disadvantages

Robustness

» Risk of GPS constellation issue

» Risk of GPS satellite issue

» Risk of ionospheric issue

» Risk of RFI (radio frequency interference)

» Unintentional interference
» Intentional interference
(jamming, spoofing)

» GNSS not only used for navigation but also for other
applications such as surveillance, timing systems

Aviation Requirements

Example for approaches (standardized by the International Civil Aviation Organisation):
» Accuracy

» horizontal 95 % (25): 16 m

» vertical 95 % (26):4 m
» Service availability: 99 % - 99.999 % (0.9 seconds of service interruption per day)
> Integrity (correctness of information): 1- 2 x 107 (1 event per 5 Mio. approaches)

Skyguide beyond horizons Questions/comments? Go to and enter the code

skyguide

xn:..:r;'
\ Source: Eurocontrol
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Satellite-Based Augmentation Systems skyguide

Receiver autonomous integrity monitoring (RAIM) Satellite-based augmentation system (SBAS)
» Use of >4 GPS satellite information » DGPS principle (GPS L1C/A)
(over-determined system) » EGNOS (European Geostationary navigation overlay service)
» Estimation of performance » Upgrade to include GPS L5 and GALILEO in progress
> Only lateral navigation (not for vertical navigation) > Skyguide is operating one RIMS

(ranging and integrity monitoring station)

Ground-based augmentation system (GBAS)

.It “'% GPS Satellites *—‘
Y Qo - —r =

—4—= GEO
3§  GPSIGLONASS
-
™, EWAN
RIMS

7 NLES

Y Status !nf@'

| GBAS
=" Ground

—7) MCC: CPF + CCF

Source: navipedia.net

Omnidirectional VHF Data
Broadcast (VDB) Signal

Source: navipedia.net

Skyguide beyond horizons Questions/comments? Go to and enter the code 8
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Requirements for Using Satellite-Based Navigation skyguide

GNSS Performance Monitoring GNSS Unavailability Prediction
» Operation of aviation receivers » Operational service with DFS (Deutsche Flugsicherung) and ESSP
» Continuous monitoring GPS, EGNOS and GBAS (European Satellite Service Provider)
performance » Daily forecast of GNSS performance
» Detection of performance degradation » Information distribution to pilots via NOTAM (notice to airmen)

(A0328/21 NOTAMN
Q) LSAS/QGAAU/I/NBO/A/000/999/4727N0O0833E005
A) LSZH B) 2106120738 C) 2106140735

VPE, VPL and NSV

)
D) 12 0738-0743 13 0734-0739 14 0729-0735
E) GPS RAIM IS NOT AVAILABLE FOR LNAV AND LNAV/VNAV.)

RF (radio frequency) Assessments
» Monitoring of spectrum to detect intentional /
unintentional jamming

a s o v [ TR

Time (hh mm) | P : ::':a: 04-0ct2018-06:42:20- - L ......................
GNSS Legal Recording N —
> Realized through the AGNES network (swisstopo) | =% * | : 5
» Tocarry out post-incident/accident assessments [ 4 R NS = re N ﬁ'u.,

~420dB oo N S IR it | (LR |
= 1 5]J]_GH 1.575GHz 1.580GHz 1.585GHz

Skyguide beyond horizons Questions/comments? Go to and enter the code 9
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Future Navigation Setup in Aviation L EREE

Primary means of navigation: GNSS
» Augmented with RAIM, EGNOS or GBAS
» Use of GPS L5 and GALILEO

Secondary means of navigation: DME/DME and ILS
» Same operational performance for most aircraft

Alternate means of navigation: VOR/DME
» Limited coverage, for aircraft not equipped with
DME/DME

Skyguide beyond horizons Questions/comments? Go to and enter the code 10


http://www.sli.do/

Expectation towards the Federal State skyguide

(to continue) cooperation with European Union space programme (FEDRO / SERI)
» allows the use of EGNOS and in the future GALILEO

(to continue) operation of automated GNSS network AGNES (swisstopo)
» allows to have data recordings for incident / accident assessment in all regions of Switzerland
» provides access to the international coordinate system

(to continue) safeguarding of aviation spectrum (OFCOM)
» allow the safe provision of air navigation services using primary and alternate means of navigation

monitoring and troubleshooting of RFI (radio frequency interferences), e.g. jamming (OFCOM / swisstopo?)
» troubleshooting managed by OFCOM
» no continuous spectrum monitoring so far

Skyguide beyond horizons Questions/comments? Go to and enter the code 1


http://www.sli.do/

Marc Troller

PNT colloguium swisstopo 14.01.2022 Skyg uide

Questions/comments? Go to and enter the code VA
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Timing

Stavros Melachroinos (Orolia)
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-a Timing & Synchronization
a Atomic Clocks & Oscillators
L Testing & Simulation
-a Search & Rescue

-a Custom Engineering

= Aerospace
‘_, Ground Forces
'" Military Aircraft
Jﬁ- Commercial Aviation

La Critical Infrastructure/ICS

La Naval Operations

TIME YOU CAN TRUST

DR. STAVROS MELACHROINOS
PNT COLLOQUIUM SWISSTOPO




LEADERSHIP POSITIONS IN RESILIENT PNT

In today’s world, GNSS
signals are not always
available or accurate. Orolia
makes these signals virtually
fail-safe for critical
applications in defense and
commercial industries

worldwide. #1 for Space

_ #2 for Timing and
Atomic Clocks

Synchronization

With robust, accurate GNSS-
based systems and proven
technologies, Orolia is the
world leader in Resilient
Positioning, Navigation and
Timing (PNT) solutions.

#2 for PNT
Test & Simulation

#2 for Emergency Location
Beacons

Time and Location You Can Trust™
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PNT vulnerabilities




ABOUT GNSS

o T
- =

x X

=

-
g

GALILEO
GPS GLONASS Galileo Beidou

« Since 1980s « Refurb 2012 . 18 of 24 sats « Regional initially
« 31sats » Operating well operational since building out
« GPS Il Launch with 24 sats 2016 to full global

Dec 2018 « Full capability coverage by

: 2020 2020

Regional Systems

@ Japan-Qzss oy ndia-NAvIC &

GNSS are great as they provide the necessary PNT accuracy and coverage but...
Les GNSS sont excellents car ils fournissent la précision et la couverture PNT nécessaires,

mais...
orolia |




SPECIFIC THREATS IMPACT GNSS

DEec 2019 - CHINA

Dec 2015 - USA-MEexico

WREA TE

[l

Source: [1 ] DHS: Drug Traffickers Are
Spoofing Border Drones

JUNE 2017 - BLACK SEA

NULSETRT VICES

Source: [3] Need for Protection

Aiming to increase robustness and
\\/ resilience of timing and synchronization
GEARS (T&S) services for energy, finance and

communication networks but also for
transport and other governmental
applications [5]

Nt

https://www.defenseone.com/technology/2015/12/ DHS-Drug-Traffickers-Spoofing-Border-Drones/124613/

(1]

[2] GPS World Chinese GPS spoofing circles could hide Iran oil shipments

[3] https://www.gpsworld.com/spoofing-in-the-black-sea-what-really-happened/
[4] https://gpspatron.com/gps-spoofing-on-cars/
[5]_https://www.orolia.com/document/gears-project/

[6]_http://gnss-strike3.eu/

APR 2019 — GENEVA MOTOR SHoOw [4]

GPS Spoofing Mystery Affirms

Resilient PNT: The European Perspective

Security Objectives
Asset : access to GNSS signals

Availability Integrity Authenticity | Confidentiality

Jamming

European

Global Navigation
Satellite Systems
Agency

STRIKEZ  HoRIZ@®N 2020

RF Interference (RFI) events are growing [6]

=  About 73.000 interferences have been

identified and classified in 23 countries

around the globe
Vast majority is unintentional



https://www.gpsworld.com/chinese-gps-spoofing-circles-could-hide-iran-oil-shipments/
https://www.gpsworld.com/spoofing-in-the-black-sea-what-really-happened/
https://gpspatron.com/gps-spoofing-on-cars/
https://www.orolia.com/document/gears-project/
http://gnss-strike3.eu/

GPS SPOOFING AND JAMMING ATTACKS:

A RISING THREAT WORLDWIDE

June 2017: Spoofing Attack in Black Sea

Nov 2018: Northern Finland Jamming in the Artic Sea

June 2019: Israeli Airports GPS Signal Loss

July 2019: NASA reports passenger aircraft nearly crashes due to

GPS disruption

Feb 2020: US President Trump signs an Executive
Order directing critical infrastructure operators to
address the vulnerabilities of their PNT services to
disruption and manipulation

More GNSS Jamming and Spoofing events on Orolia Resilient PNT
Industry News

Airbus A320 Test Flight
in Cyprus Airspace (ATRA)

Parts of track where GPS
position was available !

13 FEB 2020 Flight Track

DLR: German Aerospace Research Center

&

/

| .



https://www.gpsworld.com/spoofing-in-the-black-sea-what-really-happened/#:~:text=We've%20heard%20a%20lot,apparently%20located%20at%20an%20airport.
https://thebarentsobserver.com/en/security/2018/11/warning-possible-gps-jamming-northern-finland
https://english.alarabiya.net/News/middle-east/2019/06/27/Israel-says-GPS-mysteriously-disrupted-in-its-airspace-but-planes-secure
https://asrs.arc.nasa.gov/docs/cb/cb_473.pdf
https://www.orolia.com/resources/pnt-industry-news

HOW MUCH WILL A GPS OUTAGE COST ?

How Much Will a GPS Outage Cost You? = ... oo

and the tools of your everyday lves

of Standards and Technology, GPS = sector. But what happens when

nas penerateth e snnsseassime & there is a GPS outage? 1 bl|||0ﬂ/day
O-day GPS outage costs by industry 30

According to the National Institute 1 1 "-" in economic benefits for the private  The potential impact of a 30-day GPS outage:

P\550514.2 billion total
g I

S

=T g -1 $331

=1 > 52748 w515 i w414 & ﬂ,fnr Ve
ﬂ —_— ' A hitlion z='

SRR

e "‘\é"ﬁs ' " OS W
OrOIICIQ YOU’D BE LOST Wi

Protect yourself from a costly GPS outage. Orolia has answers.

TIT.

www.orolia.com

2018 NIST research study : https://www.nist.gov/system/files/documents/2020/02/06/gps finalreport618.pdf



https://www.nist.gov/system/files/documents/2020/02/06/gps_finalreport618.pdf

WHY IS TIMING IMPORTANT 7

Though generally hardly visible, time and/or frequency synchronization is a key enabler of most distributed
applications, which require to share a common timescale (generally UTC), with various levels of accuracy

Radiowave-based systems Required accuracy : 100 ns to 100 ps

5G, Terrestrial TV / radio coherent signal demodulation (low phase
Satcom noise required)

Military communications Plot / Track / Measurement timestamping
Radars / sensors Cell / Transmitter synchronization
Electronic warfare Measurement synchronization

Transaction-based systems

Datacenters Required accuracy : 1 ysto 1 ms
Finance / banking - Transaction timestamp

Process Control / SCADA - Event / security log entry timestamp
Air Traffic Control - Time-based authentication

Transport System signaling
Security systems

Audio-video signal processing Required accuracy : 1 ys to 100 ps

Multimedia content management - Audio/video stream alignment
Broadcast - Event / security log entry timestamp




THE OROLIA PNT RESILIENCE & SECURITY APPROACH

Prevent

Avoid being interfered R
“Spatial filtering” of interferences : Anti-jam antenna, GPS-Dome
Multi-band GNSS reception

Use protected GNSS signals
o  GPS SAASM / M-Code (military only),
o Galileo OS-NMA,
o  PRS (military only)

42%%'
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- Resilient

PNT
Respond | - -
Manage the impact of successful interferences w Prevent Respond Recover

Interference detection

Switch to alternative / backup time source when available
Switch to Holdover mode (internal timescale keeping)

GNSS resilience is part of overall
system cybersecurity considerations

Recover
Automatic internal timescale re-alignment to UTC




UNDERSTANDING HOLDOVER CAPABILITY

Time error

Time error growth rate
depends on internal
oscillator performance

Max
tolerable
error

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
I
|
|
|
|
|
|
|
|
]
|
L
|
»
|

>

‘Required duration of
operation without
GNSS

«------------»

Successful GNSS interference duration

e

Time

Orolia offers a range of oscillators allowing
to maintain a millisecond accuracy up to 3
months (atomic clock)

| Oscator | dhours | Teay | fwesk 1 month

TCXO 12 us 450 s 20 ms 400 ms

OoCXOo 1 s 25 us 1 ms 20 ms
High Perf OCXO 0.5 ps 10 s 440 ps 8 ms
w 0.2 us 1.5 s 20 s 240 s

1. Holdover mode allows to maintain time delivery with some time error which grows with the duration of GNSS

outage

™

W

Time error growth rate depends on the internal oscillator performance (and other factors)

The internal oscillator should be selected based on :
v" The maximum acceptable time error (system-based requirement)

v" The minimum duration during which the system shall operate properly (within acceptable time error) without GNSS
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CREATING RESILIENT ARCHITECTURES

Site A Site B

Nanosecond accuracy level backup
with White Rabbit

4—‘ WR Link

&R T . ///' e
1 — — g

Site A Site B

Micro/Millisecond accuracy level
backup with PTP

—

A\ 4 A\ 4

Local time Local time
distribution distribution

In case of GNSS outage on site A, site B provides timing backup through NTP, PTP or White Rabbit, depending

on required accuracy during GNSS outage
Alternative architecture involves an approved time source (eg national metrology lab) as Primary Reference
Clock, with single direction time feed as a backup to site A.

Local time
distribution

Local time
distribution
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Versa Line Posi
Time, and Freg

Secures'ync SAASM Time ah :
. GSG-6 Essential
and Frequency Reference ( l.gmm g GNSS Simulator

[

GSG-8 Advanced
GMNSS Simulator




AN ATOMIC CLOCK IN TACTICAL COMMS Why does sync matter?
Wasted time

/ |

Domamllink Ugsink

LTE 1.1 hours

0.3 hours (18 minutes

Drift (ns)

11 how
0.42 hours (25 minute
0.16 (9 minutes)

LTE-A

N\ 7

emperature variation U Sefu I d ata

EmRO-30 mOCC mTCXO

Guard Bands

modern military radios operate by :

* assigning time slots to users

* preventing the radios from “talking over each other’
 each time slot, requires “guard bands”

»Need for perfect synchronisation orolia

Radio TDMA systems :

= free running synchronization over hours

= Need for long term holdover and low power in
radio silent sleep mode- known as EMCON - used to
prevent soldiers from being detected,

J
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OROLIA CH (SPECTRATIME)

Niche Market Segments
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OUR PNT EXPECTATIONS TOWARDS THE STATE

= Consider actions taken by other states ex. Feb 2020 US Presidential
Executive Order on PNT giving a mandate to the American administrations
to guard against such hazards and risks

» |dentifiy dependencies of critical national infrastructure on GNSS signals

= Map the vulnerability of such systems to GNSS disruption or denial together
with effective mitigation

= Must raise awareness and define the rules so that infrastructures are
equipped with alternative PNT sources to be resilient to denial of GNSS
services:

= the use of improved holdover technologies for timing
= the use of additional terrestrial or space-based positioning & timing services

= Actively support the PNT industry in Switzerland, including atomic clocks
technology development oroli |




OI’O|IO\\

Beyond the Frontler
o+

'QUESTIONS ?



Fazit - Was tut swisstopo?
Conclusion — Que fait swisstopo?

R. Rollier
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+ Aktivitaten

« Abhangigkeitsanalyse Weltraum (GS-VBS, 2019)
« Starke Abhangigkeit von GNSS fiir PNT

« Grundlagenpapier Weltraum (ASTAB, 2020)
 AGNES fir nationales Monitoring der GNSS-Signale
* Galileo PRS
« Geostation Zimmerwald (Zusammenarbeit mit AIUB)

« Strategie 2025 swisstopo:
« «Swisstopo betreibt einen krisenresistenten Positionierungsdienst»

« Leistungsvereinbarung swisstopo 2022
« Ein Konzept fur EinfUhrung des Kompetenzzentrum Positionierung, Navigation
und Timing (CCPNT) ist erarbeitet
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Objectifs d’un centre de compétences PNT
Ziele eines Kompetenzzentrums PNT

Le Centre de Compétences PNT est la centrale nationale
de surveillance et d'alarme en cas d’incidents des
services PNT. Il a également pour but d'améeliorer la
resilience des services PNT.

Das Kompetenzzentrum PNT ist das nationale
Uberwachungs- und Alarmzentrum bei Problemen oder
Ausfallen von PNT-Diensten. Es hat ausserdem das Ziel,
die Resilienz von PNT-Diensten zu verbessern.
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Mesures envisageées, 2 exemples

Geplante Massnahmen, 2 Beispiele
P , P "wwaﬁﬁwww%mw

Surveliller et
alarmer

Uberwachen und
Alarmieren

Opérer un service
GNSS crypté

Betrieb eines
verschlusselten
GNSS-Dienstes

« Surveiller les signaux GNSS et diffuser des
alertes en temps réel en cas
d’'incidents/anomalies des signaux GNSS
sur le territoire Suisse.

« Uberwachen von GNSS-Signalen und
Alarmierung in Echtzeit bei
Ausfallen/Anomalien in der Schweiz

 Fournir 'accés au service européen Galileo
PRS aux acteurs suisses.

« Zugang zum europaischen Galileo PRS
Dienst fur Akteure in der Schweiz
sicherstellen

Fﬁs @ Ao
A FRI3 A STGA
BOUR

GALILEO

PRS

Public Regulated Service
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N’'hésitez pas a nous contacter pour
des questions ou pour étre implique
dans cette initiative

Haben Sie Fragen oder mochten Sie aktiv zu
dieser Initiative beitragen?

mensuration@swisstopo.ch
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